
What is ICT?
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ICT is an abbreviation for... 

 

Information and 
Communication  
Technology 
 

 

The subject of ICT encompasses any technology that 

allows us to process data and to communicate.  

 

If you’re not sure what that means, keep reading! 

Next Up → Data and Information



Data and Information
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What is Data?

In terms of ICT, data is simply any numbers, letters or symbols that 

can be entered into a computer system. 

 

Here are some items of data: 

A, 20, DOG, 3.1415927, ABC123, +++ 

But what do they mean? Who knows? They could mean a nything! 

 

Data values don’t have any meaning unless we put them into 

context (context means a setting or circumstance).  

 

For instance, in the above example what does the va lue 20 mean?  

20 cm? 20 minutes? 20 cats?  

Without a context the value 20 is meaningless. But,  if we provide a 

context for our data, it becomes something far more useful : 

information

What is Information?

We might enter this data into a computer- 

1861977905 

0806973587 

0806992867 

1402748124 

0831110848  

Without knowing the context (what the data actually represents) the 

data is just a meaningless collection of numbers 

 

However, if we are told that the values represent t he ISBNs of books, 

the values now have a context.  

 

With context, they have meaning - they are now information. 

Information is 
 

Data + Context

Next Up → What is a System?



What is a System?
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A system has three stages... 

Something feeds into the system (the input)1.

The system does something with the input (the process)2.

The process gives a result (the output)3.

We are surrounded by all sorts of systems. In fact we actually have 

quite a few systems inside our bodies, e.g. our digestive system... 

A computer system also has three stages... 

Next Up → What is a Computer?



What is a Computer?
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Computers come in a huge variety of shapes, and sizes . You will be 

most familiar with Personal Computers (PCs) – the small computer on 

your desk, or the laptop in your bag.  

 

However there are some computers that fill whole bu ildings and others 

that are small enough to fit in a slim mobile telep hone. Whatever the 

size, all computers do the same thing( 

A computer is a device that stores and processes 

information according to a set of instructions. 

In other words, a computer is a device that you feed information into 

and it does something with the information (process es it) based on 

some instructions (a ‘program’) that it has been gi ven.

An Information Processing System

A computer is an information processing system... 

It doesn’t matter what type of computer we are looking at, or what 

programs the computer is running, it always takes i n information and 

does something with it. 

 

For example, a spreadsheet running on a personal computer... 

Or a game being played on a games console (these are compute rs 

too)... 

The huge room-sized 'mainframe' 

above and the tiny mobile phone 

circuitboard below it are both 

computers 

Next Up → Analogue vs Digital



Analogue and Digital

Analogue Signals and Digital Data

An analogue signal is one which has a value that va ries smoothly. It is 

easiest to understand this by looking at an example : 

 

The sound waves that your mouth produces when you s peak are 

analogue - the waves vary in a smooth way. These wa ves can be 

converted into an electrical signal by a microphone . This electrical 

signal is also analogue: 

Computers (and most other modern electronic devices  such as 

cameras, mobile phones, etc.) are ‘digital’ devices  because they 

process data in the form of numbers (digits). 

Computer software is 

a collection of 

numeric codes which 

tell the computer 

what to do

•

Text that you type 

into a computer is 

stored as numeric 

codes

•

Images inside a 

computer are stored 

as numeric values 

(different values for 

different coloured 

pixels)

•

Everything stored and processed inside a computer i s a number 

(digital). 

 

Computers are unable to process analogues signals b ecause they are 

digital devices. For digital devices such as comput ers, to work with 

analogue devices, conversion is required... 

All numbers stored inside a 

computer are stored using a 

system called binary. Binary only 

uses 0s and 1s for all numbers. 

 

You don’t need to understand this 

rather strange counting system for 

iGCSE, but it is at the heart of all 

digital devices. 

When text is stored in a computer, 

each letter is actually stored as a 

number (because that is all 

computers can store) 

 

The numeric codes used for letters 

are defined by a system called the 

American Standard Code for 

Information Interchange (ASCII). 

 

For example, the letter ‘A’ has the 

ASCII code 65. 

Analogue to Digital Convertor (ADC)

If you want to attach an analogue input device to a digital device 

such as a computer, you will need an analogue to di gital convertor 

(ADC).  

 

A good example of a computer peripheral that requires an ADC is a

microphone. When you plug a microphone into a computer, you a re

actually plugging it into an ADC which converts the  analogue signals 

from the microphone into digital data that the computer can then 

process. 
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Digital to Analogue Convertor (DAC)

If you want to attach an analogue output device to a digital device 

such as a computer, you will need a digital to analogue convertor

(DAC). 

 

A good example of a computer peripheral that  requires a DAC is a 

loudspeaker or headphones. When you plug a loudspeaker into a 

computer, you are actually plugging it into a DAC, which takes di gital 

data from the computer and converts it into analogue signals which 

the loudspeaker then converts into sound. 

Another device that contains a DAC is an MP3 player. The music 

data stored in the player is all digital, but the player produces 

analogue signals which the headphones convert into sound. 

The ADC and DAC in a computer 

that are used for connecting 

microphones and loudspeakers are 

part of the computer’s sound card. 

Next Up → 1. Components of a Computer System



1. Components of a Computer System
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The syllabus says that you should be able to:

define hardware, giving examples;a.

define software, giving examples;b.

describe the difference between hardware and software;c.

identify the main components of a general-purpose 

computer: 

d.

central processing unit (CPU), ◦

main/internal memory (including ROM and RAM), ◦

input devices, ◦

output devices, ◦

secondary/backing storage. ◦

identify operating systems, including: e.

graphic user interface (GUI), ◦

command-line interface ◦

Notes covering this section:

Hardware and Software•

Main Computer Components•

What is an Operating System?•

User Interfaces•



Hardware and Software

What is Hardware?

Hardware is the physical parts of the computer system – the parts that 

you can touch and see. 

 

A motherboard, a CPU, a keyboard and a monitor are all items of 

hardware. 

An analogy	 

 

Your hardware is all of the parts 

that make up your body: bones, 

muscles, skin, blood, etc. 

What is Software?

Software is a collection of instructions that can be ‘run’ on a 

computer. These instructions tell the computer what  to do.  

 

Software is not a physical thing (but it can of course be stored on a 

physical medium such as a CD-ROM), it is just a bun ch of codes. 

 

An operating system such as Windows XP or Mac OS X, applications

such as Microsoft Word, and the instructions that control a robot are all

examples of software. 

To continue the analogy	 

 

Your software is all of your 

thoughts and mental processes: 

these are the instructions that tell 

your physical body what to do 

The Difference Between Hardware and Software

Computer hardware is the physical components that make up the 

computer system. Hardware is useless without softwa re to run on it. 

 

Software is instructions that tell computer hardware what to do. 

Software is useless unless there is hardware to run  it on. 

 

For a computer system to be useful it has to consist of both hardware 

and software. 

 

 

+ 

Completing the analogy	 

 

Your physical body cannot function 

without your thoughts. 

 

And your thoughts need a physical 

body to exist within 

Next Up → Main Computer Components
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Main Computer Components

Central Processing Unit (CPU)

The CPU is the 'brain' of the computer. It is the device that carries out 

software instructions. 

The Pentium processor made by 

Intel is an example of a CPU. 

 

CPUs usually plug into a large 

socket on the main circuit board 

(the motherboard) of a computer. 

They get very hot when they are 

operating so usually have a large 

fan attached to their top to keep 

them cool. 

The speed of a CPU is measured 

in Hertz (Hz). 

 

The speed generally corresponds 

to the number of actions the CPU 

can perform every second. 

1 Megahertz (MHz) is 

1,000,000 (1 million) Hertz

•

1 Gigahertz (GHz) is 

1,000,000,000 (1 billion) 

Hertz

•

A typical, modern, fast CPU runs at 

around 2.8GHz. That means it can 

perform almost 3 billion actions 

every second! 

Main Memory

Any data or instructions that are to be processed by the CPU must 

be placed into main memory (sometimes known as primary storage). 

Random Access Memory (RAM)

Random Access Memory (RAM) is the part of the computer that

temporarily stores the instructions that the computer is running, and 

the data it is processing. 

 

RAM is a volatile storage device. This means that if the computer’s

power is turned off the contents of RAM disappear and are lost.  

 

RAM, like the CPU, also plugs in to sockets on the motherboard. 

 

When a computer is in use, its RAM will contain( 

The operating system software1.

The application software currently being used2.

Any data that is being processed3.

The storage capacity of memory is 

measured in Bytes.  

 

Usually RAM can hold millions of 

bytes of data, so you will see 

capacities measured in: 

Megabytes (MB) or 

1,000,000 (1 million) Bytes

•

Gigabytes (GB) or 

1,000,000,000 (1 billion) 

Bytes

•

So, if a computer has 2GB of RAM, 

it can hold 2 billion bytes of data 

and instructions at any time. 

Read-Only Memory (ROM)

Read-Only Memory (ROM) is used in most computers to hold a small, 

special piece of software: the 'boot up' program.  



 

This software runs when the computer is switched on  or 'boots up'. 

The software checks the computer’s hardware and then loads the 

operating system. 

 

ROM is non-volatile storage. This means that the data it contains is 

never lost, even if the power is switched off. 

This 'boot up' software is known as 

the BIOS (Basic Input Output 

System) 

Peripheral Devices

Technically, a computer need only be made up of a C PU and some

RAM. But a computer like this would not be much use to anybody –

other devices need to be connected to allow data to be passed in and 

out of the computer. 

 

The general name for these extra devices is ‘peripheral devices’. 

They are usually categorised into input devices, output devices and 

storage devices. 

 

Input and output devices are explored more fully in Section 2 . 

 

Storage devices are explored more fully in Section 3 . 

'Peripheral' literally means 'around 

the edge'.  

 

In other words these devices are 

not part of the central core of the 

computer. 

What Are Input Devices?

Devices that pass data into the computer are known as input 

devices. 

A keyboard, a mouse and a webcam 

are all examples of input devices.  

 

They all take information from the 

outside world (key presses, hand 

movements, images), convert them into data and then send this data 

into the computer for processing. 

What Are Output Devices?

Devices that take data from the computer are known as output 

devices. 

A monitor, a printer and a loudspeaker are all 

examples of output devices.  

 

They all take information from the computer 

and convert it into real world things (images, 

paper hardcopy, sound). 

What is Secondary / Backing Storage?

Secondary storage (sometimes called backing storage) is the name 

for all of the devices (apart from ROM and RAM) that can store data in 

a computer system. 

A hard drive, a CD-ROM, a floppy disc 

and a USB memory stick are all 

examples of secondary storage devices. 

 

Secondary storage is non-volatile, so 

data that is stored on these devices 

remains there safely. 

When we talk about 'saving' a file, 

what we mean is moving data from 

volatile RAM to non-volatile 

secondary storage. 

 

e.g. If we are typing a letter using 

Word, the data for the letter is in 

RAM (if the power goes off we lose 

it all).  

 

When we save the letter, the data 

is copied from RAM to a storage 

device such as a memory stick or 

hard-drive for safe-keeping. 

Next Up → What is an Operating System?
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What is an Operating System?
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An operating system is a special piece of software that manages the 

general operation of a computer system: 

It provides a user interface so that we can interact with the 

computer

•

It manages applications that are running on the computer, 

starting them when the user requests, and stopping them when 

they are no longer needed

•

It manages files, helping us save our work, organise our files, 

find files that we have saved and load files

•

It manages the computers memory, deciding what should be 

loaded into memory and what should be removed

•

It looks after computer security, preventing unauthorised access 

to the system

•

It manages the computer’s input and output hardware such as 

printers, etc. 

•

Without an operating system, a computer is of little use. 

 

But, just having an operating system running alone on a computer is 

also not very useful - we need to have application software (such as 

Word, Excel, etc.) so that we can actually do useful tasks with the 

computer. 

An operating system is a bit like 

the manager of a factory - the 

manager’s job is to keep the 

factory running smoothly, to make 

sure all the sections of the factory 

work together, to check that 

deliveries arrive on time, etc.  

 

But, for the factory to actually 

make anything, other people (the 

workers) are required - the 

manager cannot make anything 

him/herself. 

Useless!

On its own, the hardware of a

computer is a fairly useless lump of 

plastic and metal! 

It Works!

(But it's not very useful) 

 

Add in an operating system and 

you have a computer that actually 

works. 

 

 

+ 

Useful!

To do any useful work you will also 

have to add application software. 

 

 

+ 

 

 

+ 

Operating systems that you may 

have heard of: 

Windows XP•

Windows Vista•

Mac OS X•

Linux •

Next Up → User Interfaces



User Interfaces
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The system that people use to interact with a computer (to give it 

commands, to see the results of those commands, etc.) is known as 

the user interface. 

 

There are two that you need to be aware of: 

Graphical User Interface (GUI)•

Command-Line Interface (CLI)•

Graphical User Interface (GUI)

A GUI is an interface built around visual (graphica l) 

things: 

Windows are regions of the screen used to 

display information

•

Icons are small pictures that are used to 

represent folders, software, etc.

•

Menus are lists of options the user can select 

from

•

A pointer is an arrow that can be moved around 

the screen and is used to select things

•

Windows XP is an example of an operating system 

with a GUI. 

GUIs are quite easy to use due to the visual nature of the interface – 

the user has lots of visual clues as to what things do. 

 

However, to display all of the nice graphics requir ed by a GUI takes a 

lot of computing power so quite a powerful computer is needed. 

A GUI is sometimes called a WIMP 

interface:  

 

Windows, Icons, Menus, Pointer 

Command Line Interface (CLI)

Many years ago when computers were not very

powerful they could not display the colourful graphics 

required for a GUI. The only interface available to 

most computer uses was the ‘command line’. 

 

The user would see nothing but a black screen. They  

would have to type a command to make anything 

happen. 

 

e.g. To copy a text file called NOTES from a floppy 

disc to the hard drive the user would have to type:  

 

> COPY A:\NOTES.TXT C:\  

The user would have to learn a whole set of strange  commands so that 

they could make use of the computer system. Plus it was not very

interesting look at – no visual clues to tell you what to do next.  

 

This meant computers used to be quite difficult to use, so this type of 

interface is only really suitable for expert users. 

Command-line interfaces are still 

used today on many servers.  

 

These computers need to use all of 

their computing power running 

networks, etc. so they do not use 

GUIs. 

Next Up → 2. Input and Output Devices



2. Input and Output Devices
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The syllabus says that you should be able to:

identify the following input devices: a.

keyboards,◦

numeric keypads,◦

pointing devices (including mouse, touch pad 

and tracker ball),

◦

remote controls,◦

joysticks,◦

touch screens,◦

graphics tablet,◦

magnetic stripe readers,◦

chip readers,◦

PIN pads,◦

digital cameras,◦

video cameras,◦

web cams,◦

scanners,◦

microphones,◦

sensors,◦

MICR,◦

OMR,◦

OCR,◦

barcode readers,◦

light pens;◦

identify suitable uses of the input devices stating the 

advantages and disadvantages of each;

b.

identify the following output devices: c.

monitors (CRT, TFT),◦

printers (laser, ink jet and dot matrix),◦

plotters,◦

speakers,◦

control devices (motors, buzzers, lights, 

heaters);

◦

identify suitable uses of the output devices stating 

the advantages and disadvantages of each.

d.

Notes covering this section:

Input Devices - Keyboards•

Input Devices - Pointing Devices•

Input Devices - Audio / Visual•

Input Devices - Card Readers•

Input Devices - Reading Text / Codes•

Input Devices - Sensors•

Output Devices - Audio / Visual•

Output Devices - Printing / Plotting•

Output Devices - Control Actuators•



Input - Keyboards
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Alphanumeric Keyboard

A very common, general purpose, input device that allows text 

(abc�), numbers (123�) and symbols (%$@...) to be entered into a 

computer.  

 

A keyboard is simply a set of buttons. Each button has a symbol 

assigned. 

Numeric Keypad

A small keyboard that only has numbers.  

 

Used to enter numeric data into computers such as those in ATMs. 

 

Most computer keyboards have a numeric keypad on th e right side, 

and most mobile phones (there are also computers) h ave a one for 

entering phone numbers, etc. 

PIN Pad

This is a device with a numeric keypad used to enter a person’s 

Personal Identity Number (PIN) e.g. when paying with a credit card. 

 

PIN pads are also found on electronic door locks – you enter a PIN to 

unlock the door. 

Next Up → Input - Pointing Devices



Input - Pointing Devices

These devices are used to move an on-screen pointer or curs or 

(usually an arrow). They are commonly used with graphical user 

interfaces (GUIs)  

Mouse

A pointing device found on most PCs. Sensors on the bottom of the 

mouse detect when the mouse is moved. Data about th is movement is 

sent to the computer.  

 

Often used to control the pointer in a GUI. 

Touchpad / Trackpad

A pointing device found on most laptops. Used instead of a mouse 

since it takes up less space. The user moves a finger across the 

touch pad and this movement data is sent to the computer.  

 

Usually used to control the pointer in a GUI. 

Trackball / Tracker Ball

This pointing device is not moved about like a mouse, instead it  has a 

large ball that the user spins. Data about which direction the  ball is 

spun is passed to the computer.  

 

It can be used to control a GUI pointer.  

 

Tracker balls are often used by people with limited movement 

(disabled) or by the very young since they are easier to use than a 

mouse. 

Touch Screen

A touch screen is an alternative to a separate poin ting device. With a 

touch screen the user selects items on the screen by touching the 

surface. This makes touch screen systems very intuitive and simple 

to use. 

 

Often used for information terminals in public places e.g. libraries or 

museums where mice or keyboards may be stolen or damaged. 
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Because they are so intuitive to 

use, and now they are getting 

cheaper to manufacture, touch 

screens will probably become the 

most common hardware interface 

for our electronic gadgets. 

Graphics Tablet

A pointing device often used by designers and artists to allow 

natural hand movements to be input to graphics applications. 

A stylus is held like a pen and 

moved over the surface of the

tablet. Data about the stylus 

movements are sent to the 

computer.  

 

Since it is so like using a pen, it is 

very easy to create ‘hand-drawn’ 

sketches. 

Joystick / Joypad

Used mainly for playing games. The user moves the joystick left/right, 

forward/back and data about these movements are sen t to the 

computer. 

Small joysticks can also be found 

on some mobile phones. 

Light Pen

A light pen is a device used as a pointing device or to ‘write’ on the 

screen of a computer.  

 

Light pens are rarely used today since graphics tablets and high-

quality touch screens provide similar functionality . 

Next Up → Input - Audio / Visual Devices



Input - Audio / Visual Devices

Scanner

A device that ‘scans’ images, book pages, etc. 

 

Scanning is basically taking a close-up photograph (just very slowly 

and with great detail). The scanned image data is p assed to the 

computer. 

 

The most common type of scanner is the flat-bed scanner which has a 

glass plate on which the item to be scanned is plac ed. The item is 

illuminated and an image of it is captured by a mov ing scan ‘head’. 

 

Scanned images can be further processed once inside  the computer, 

e.g. OCR  of printed text. 

Digital Camera

A device that captures digital photographs.  

 

Most digital cameras do not directly input data int o a computer - they 

store photographs on memory cards. The photographs can later be 

transferred to a computer. 

 

A modern digital camera can capture 10 Megapixels o r more per 

photograph - that’s 10,000,000 coloured dots (pixel s) in every photo! 

A digital camera in fact contains a 

small computer that controls 

camera focus, stores images, etc.  

 

The camera’s computer runs a 

very simple operating system 

(stored on ROM) and usually 

provides a menu-based GUI for the 

user. 

Video Camera

A device that captures moving images, or video. 

 

Like a digital camera, most video cameras do not directly input data 

into a computer – the captured movies are stored on  video-tape or 

memory cards and later transferred to a computer. 

 

However, there are some situations where video cameras do feed 

video data directly into a computer: television production and video-

conferencing . In these situations the video data is required in  real-

time. 

Web Cam

This is a very basic video camera used to feed live video into a 

computer. 

 

The video data from a web cam is low quality compared to a full video 

camera. However it is good enough for web chats (e.g. using a 

messenger application such as MSN Messenger or Skyp e).  

 

Usually a web cam is clipped to the top of a monitor, but many laptops 

now have web cams built into the edge of the screen . 
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Microphone

An input device that converts sound into a signal that can be fed into a 

computer.  

 

The signal from a microphone is usually analogue so, before it can be 

processed by a computer, it must be converted into digital data. An 

Analogue-to-Digital Convertor (ADC)  is used for this (usually built 

into the computer’s sound card) 

Many headphones now come with 

microphones to allow them to be

used with chat and phone 

applications 

Next Up → Input - Card Readers



Input - Card Readers
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Magnetic Strip Reader

Many plastic cards, such as credit cards, have a strip of material that 

can be magnetised on the back. Data can be stored here in the form 

of magnetised dots.  

 

Usually the data stored on this strip in the same data shown on the 

front of the card (e.g. the credit card number, expiry date and 

customer name).  

 

The stripe allows this data to be input to a computer system faster and 

more accurately than by typing it in. 

 

A magnetic strip/stripe reader is used to read the data from the stripe. 

This is usually done by ‘swiping’ the card through a slot on the reader. 

Smart Card / 'Chip' Reader

Modern credit cards and ID cards don’t use a magnet ic strip. Instead 

they have a tiny ‘chip’ of computer memory embedded inside them. 

(These cards are often referred to as smart cards.) 

 

Data can be stored in this memory and read back using a ‘chip’ 

reader.  

 

A card is inserted into the reader where metal cont acts connect to the 

metal pads on the front face of the card. The reader can then access 

the memory chip and the data stored on it. 

 

Smart cards can store much more data than magnetic strip cards, 

e.g. an ID smart card would store not only the owner’s name and card 

number, but might also have a digital image of the person. 

 

Satellite TV decoders use smart cards to store which channels a user 

has paid for. The data is encrypted  so that it is not easy to alter (you 

can’t add new channels without paying!) 

 

Many types of card use this system: id cards, phone cards, credit 

cards, door security cards, etc. 

Next Up → Input - Reading Text / Codes



Input - Reading Text / Codes

All data could be input to a computer using a keyboard, but this would 

often be a slow process, and mistakes would be made.  

 

Sometimes speed and accuracy is required... 

MICR Reader

Magnetic Ink Character Recognition (MICR) is a technology that 

allows details from bank cheques to be read into a computer quickly 

and accurately. 

 

The cheque number and bank account number are printed at the 

bottom of each bank cheque in special magnetic ink using a special 

font. These numbers can be detected by an MICR reader. 

 

OMR Scanner

Optical Mark Recognition (OMR) is a technology that allows the data 

from a multiple-choice type form to be read quickly and accurately 

into a computer. 

 

Special OMR forms are used which have spaces that can be 

coloured in (usually using a pencil). These marks can then be 

detected by an OMR scanner. 

 

Common uses of OMR are multiple-choice exam answer sheets and 

lottery number forms. 

OCR Scanner

Optical Character Recognition (OCR) is a software technology that 

can convert images of text into an actual text file that can then be 

edited, e.g. using word-processing software). The r esult is just as if the 

text had been typed in by hand. 

 

OCR is typically used after a page of a book has been scanned. The 

scanned image of the page is then analysed by the OCR software 

which looks for recognisable  letter shapes and generates a matching 

text file. 
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Advanced OCR software can recognise normal  handwriting as well 

as printed text - this is usually called handwriting recognition. 

Barcode Reader / Scanner

A barcode is simply a numeric code represented as a series of lines.  

 

These lines can be read by a barcode reader/scanner. 

 

The most common use of barcode readers is at Point-of-Sale  (POS) 

in a shop. The code for each item to be purchased needs to be 

entered into the computer. Reading the barcode is far quicker and 

more accurate than typing in each code using a keypad. 

 

Barcode can be found on many other items that have numeric codes

which have to be read quickly and accurately - for example ID cards. 

Next Up → Input - Sensors



Input - Sensors

 

igcseict.info © 2009 Steve Copley 

A normal PC has no way of knowing what is happening in the r eal 

world around it. It doesn’t know if it is light or dark, hot or cold, quiet or 

noisy. How do we know what is happening around us? We use our 

eyes, our ears, our mouth, our nose and our skin - our senses.  

 

A normal PC has no senses, but we can give it some:  We can connect 

sensors to it... 

 

A sensor is a device that converts a real-world property (e.g. 

temperature) into data that a computer can process. 

 

Examples of sensors and the properties they detect are... 

Sensor What it Detects

Temperature Temperature

Light Light / dark

Pressure Pressure (e.g. someone standing on it)

Moisture Dampness / dryness

Water-level How full / empty a container is

Movement Movement nearby

Proximity How close / far something is

Switch or button If something is touching / pressing it

A sensor measures a specific property data and send s a signal to the 

computer. Usually this is an analogue signal so it needs to be 

converted into digital data for the computer to process. This is done 

using by an Analogue-to-Digital Converter  (ADC). 

 

Sensors are used extensively in monitoring / measuring / data 

logging systems , and also in computer control systems . 

 

Next Up → Input - Remote Control



Input - Remote Control
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These devices are very common. They send data signals each time 

a button is pressed using infrared light or radio signals.  

 

The signals can control a computer (or a system that contains a 

small computer such as a DVD player) from some distance.  

 

Often used to control a presentation slideshow. 

Next Up → Output - Audio / Visual



Output - Audio / Visual

CRT Monitor

A monitor displays text and image data passed to it by the computer. 

 

A cathode-ray tube (CRT) monitor is the type that has been around 

for years and is large and boxy. 

 

CRT monitors are heavy and they take up a lot of desk space. They 

have largely been replaced by flat-screen monitors. However some 

are still used in the design industry since the colour accuracy and 

brightness of CRT monitors is excellent, and designers need t o see 

true-to-life colours. 

 

Also, CRT monitors are generally cheaper than flat-screen monitors. 

Flat-Screen Monitor (TFT or LCD)

Over the past few years, as they 

have come down in price, flat-

screen displays have replaced 

CRT monitors.  

 

Flat-screen monitors are light in 

weight and they take up very 

little desk space.  

 

Modern flat-screen monitors have 

a picture quality that is as good 

as CRT monitors. 

TFT and LCD are two of the 

technologies used in flat-screen 

monitors: TFT is Thin-Film-

Transistor, and LCD is Liquid-

Crystal Display.  

 

Another technology that may 

replace these is OLED, or Organic 

Light-Emitting Diodes. 

Digital / Multimedia Projector

Digital projectors are used in situations when a very large viewing 

area is required, for example during presentations, for advertising, 

or in your home for watching movies. 

A projector connects to a 

computer, a DVD player or a 

satellite receiver just like a

ordinary monitor.  

 

The image is produced inside the 

device and then projected out 

through a large lens, using a 

powerful light source. 

Loudspeaker

If you want to hear music or sounds from your computer, you will 

have to attach loudspeakers. They convert electrical signals into 

sound waves. 

 

Loudspeakers are essential for applications such as  music editing, 

video conferencing, watching movies, etc. 
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Next Up → Output - Printing / Plotting



Output - Printing / Plotting

If you want a physical copy of some data on paper (a ‘hardcopy’) you 

will need a device that can make marks on paper - a printer or a 

plotter... 

Dot Matrix Printer

A dot-matrix printer is named after the pattern (a grid or ‘matrix’) of 

dots used when creating the paper printout.  

 

These dots are formed by tiny pins in the printer’s  print head that hit an 

inked ribbon against the paper leaving marks. As th e print head moves 

along it leaves a pattern of dots behind it which can form letters, 

images, etc. 

 

 

Dot-matrix print quality is poor, the printers are noisy, and there are 

much better printing systems available today. 

However dot-matrix printers are still used in certa in situations: 

Since the pins actually hit the paper, several ‘carbon-copies’ 

can be printed in one go. An example of this is airline tickets 

which have several duplicate pages, all printed in one go

•

The print mechanism is very cheap, and the inked ribbons last 

for a long time. So, where cheap, low-quality printouts are 

required, dot-matrix printers are used. An example is shop 

receipts.

•

InkJet Printer

Cheap, high-quality, full-colour printing became available during the 

1980s due to the development of ink-jet printers. 

 

These printers have a similar print-head mechanism to a dot-matrix 

printer. The print-head passes left and right across the paper. 

However, instead of using pins to hit inky marks on to the paper, the ink

-jet squirts tiny droplets of ink onto the surface of the paper. Several 

coloured inks can be used to produce  full-colour printouts. 

 

The droplets of ink come from tiny holes (the jets) which are less than 

the width of a human hair in size. Each droplet creates a tiny dot on 

the paper. Since the dots are so small, the quality  of the printout is 

excellent (1200 dots-per-inch are possible). This i s perfect for 



photographs. 

 

Ink-jet printers are very quiet in use. Since they have so few moving

parts they are also cheap to manufacture and thus cheap to purchase. 

However, the ink is very expensive to buy (this is how the printer 

companies make their profits!) so the printers are expensive to use. 

This is a close-up of the tiny ink 

dots on a page. The dots combine 

to form light and dark areas. 

Laser Printer

Laser printers are very complex devices, and thus expensive to buy. 

However they are very cheap to use. This is because they produce 

marks on paper using a fine dust called toner which is relatively cheap 

to buy. A single toner cartridge will often last for 5,000-10,000 pages of 

printing. 

 

The laser printer uses a complex system, involving a laser, to make 

the toner stick to the required parts of the paper. (This system is very 

different to a dot-matrix or ink-jet, and you don’t need to know the 

details.)  

 

The laser and toner system allows very fast printing compared to

other printers (just a few seconds per page). 

 

Laser printers are very common in offices since they print very 

quickly, are cheap to use and are reasonably quiet.  

Plotter

Plotters create hard-copy in a very different way to printers. Instead of 

building up text and images from tiny dots, plotters draw on the paper 

using a pen. 

 

The pens are held in an arm which can lift the pen up or down, and 

which can move across the paper. The arm and pen create a drawing 

just like a human could, but much more accurately and more quickly. 

 

Different coloured pens can be used to produce coloured line 

drawings. 

 

Plotters are often used by designers and architects since they work 

with huge pieces of paper, far bigger than anything a normal printer

could work with... 

Plotters are only suitable for 

producing line drawings. They 

cannot produce the kind of text and 

images that an ink-jet or laser 

printer could. (So you cannot use a 

plotter to produce photos for 

example) 

Plotters have been largely 

superseded by large-format ink jet 
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printers that can produce more 

detailed printouts and in full-colour 

Next Up → Output - Control Actuators



Output - Control Actuators

A normal PC has no way of affecting what is happening around it. It 

can’t turn on the lights, or make the room hotter. How do we change 

what is happening around us? We use our muscles to move things, 

press things, lift things, etc. (and we can also make sound using our 

voice).  

 

A normal PC has no muscles, but we can give it some. In fact we can 

give it the ability to do lots of things by connect ing a range of 

actuators to it$ 

 

An actuator is a device, controlled by a computer, that can affect the 

real-world. 

 

Examples of actuators, and what they can do are... 

Actuator What it Can Do

Light bulb or LED Creates light

Heater Increases temperature

Cooling Unit Decreases temperature

Motor Spins things around

Pump Pushes water / air through pipes

Buzzer / Bell / Siren Creates noise

 

Actuators are used extensively in computer control systems . 

Note: some of these devices 

require an analogue signal to 

operate them. This means that they 

need to be connected to the 

computer using a digital-to-

analogue convertor  (DAC) 

Motor

Motors can provide movement.  

 

For example, the motor in a washing machine can be controlled by a

computer - it is switched on when the clothes are loaded for washing 

and switched off at the end of the wash.  

 

Computer-controlled motors are also found in microwave ovens (to 

turn the food around) and air-conditioning units (to drive the fan) 

Pumps

A pump is basically a motor attached to a device that can push water 

or air along pipes. When the motor is switched on, water or air flows 

along the pipes to places it is needed. 

 

Pumps are used in many places: as part of watering systems in 

greenhouses, in factories, etc. 

Buzzer

Buzzers can provide noise.  

 

For example, the buzzer in a microwave oven can be switched on by 

the controlling computer when the food is cooked. 
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Louder noises can be made using a siren or an electric bell, for 

example in a burglar alarm system. 

Lights

Lightbulbs and LEDs can by used to provide light, or to indicate

something.  

 

For example, computer-controlled lights are used in  traffic lights, at 

music concerts. Lights are used in car dashboards to show if the any 

of the systems in the car have problems. 

Heaters / Coolers

Heaters can provide heat, and coolers can cool things down. 

 

A computer can switch a heater on or off when needed to keep a room

or a greenhouse at the correct temperature during winter. 

 

A computer can switch a cooling unit on or off to keep a room at the

correct temperature during hot weather, or to keep food fresh. 

Next Up → 3. Storage Devices & Media



3. Storage Devices and Media
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The syllabus says that you should be able to:

describe common backing storage media and their 

associated devices: 

a.

magnetic tapes,◦

CD ROMs,◦

CD Rs,◦

CD RWs,◦

DVD ROMs,◦

DVD Rs,◦

DVD RWs,◦

floppy discs,◦

hard discs,◦

Zip discs,◦

Jaz discs,◦

memory sticks,◦

flash memory◦

identify typical uses of the storage media, including 

types of access (e.g. serial/sequential, direct/random) 

and access speeds;

b.

describe the comparative advantages and 

disadvantages of using different backing storage 

media;

c.

define the term backup and describe the need for 

taking backups;

d.

describe the difference between main/internal 

memory and backing storage, stating the relative 

benefits of each in terms of speed and permanence.

e.

Notes covering this section:

What is Data Storage?•

Backing Storage vs Main Memory•

Storage Media & Devices•

Accessing Stored Data•

Data Storage Capacity•

Data Access Speeds•

Magnetic Storage Devices / Media•

Optical Storage Devices / Media•

Solid-State Storage Devices•

Backing Up Data•



What is Data Storage?
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When we talk about ‘storing’ data, we mean putting the data in a 

known place. We can later come back to that place and get our data 

back again. 

 

‘Writing’ data or ‘saving’ data are other ways of saying ‘storing’ data. 

 

‘Reading’ data, ‘retrieving’ data or ‘opening’ a file are ways of saying 

that we are getting our data back from its storage location. 

Next Up → Backing Storage vs Main Memory



Backing Storage vs Main Memory
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Main Memory

Main memory (sometimes known as internal memory or primary 

storage) is another name for RAM (and ROM). 

 

Main memory is usually used to store data temporarily. In the case of 

RAM, it is volatile (this means that when power is switched off all of  

the data in the memory disappears).  

 

Main memory is used to store data whilst it is being processed by the 

CPU. Data can be put into memory, and read back from it, very 

quickly.  

Memory is fast to access, but only 

holds data temporarily... 

Backing Storage

Backing storage (sometimes known as secondary storage) is the 

name for all other data storage devices in a computer: hard-drive, 

etc. 

 

Backing storage is usually non-volatile, so it is generally used to

store data for a long time. 

Backing storage devices are 

slower to access, but can hold data 

permanently... 

Next Up → Storage Media and Devices



Storage Media & Devices
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The device that actually holds the data is known as the storage 

medium (‘media’ is the plural).  

 

The device that saves data onto the storage medium, or reads data 

from it, is known as the storage device. 

 

Sometimes the storage medium is a fixed (permanent) part of the 

storage device, e.g. the magnetic coated discs buil t into a hard drive 

 

Sometimes the storage medium is removable from the device, e.g. a 

CD-ROM can be taken out of a CD drive. 

Next Up → Accessing Stored Data



Accessing Stored Data
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We refer to a collection of data stored in a computer system as a ‘file’. 

Files are often organised into ‘folders’. 

 

Whenever you click ‘Save’ in an application, burn files to a CD-R, 

copy music onto your MP3 player, or drag and drop a file onto 

memory stick, you are using storage devices - devices that can store 

and retrieve data. 

Serial / Sequential Access

A serial (or sequential) access storage device is o ne that stores files 

one-by-one in a sequence.  

 

A non-computer serial access device that will be familiar to you is a 

VHS videotape. Because video is stored on a long pi ece of tape, when 

TV shows are recorded onto the tape, they go on one-by-one, in 

order... 

If you want to watch a show that you recorded earlier, you have to 

rewind / fast-forward through all other shows until you find it.  

 

The shows are only accessible in the  same order that you recorded 

them. This type of one-by-one storage and access is called serial 

access. 

Systems that store things on tape 

(video, music, computer data, etc.) 

are always serial access 

Direct / Random Access

A direct (or ‘random’) access storage device is one that stores files so 

that they can be instantly accessed - there is no need to search 

through other files to get to the one you want. 

 

An example of a direct access device would be a DVD movie. Unlike 

the VHS videotape movie, you can jump to any scene on a DVD. 

 

All parts of the DVD are directly accessible. This type of file storage is 

called direct access. 

Next Up → Data Storage Capacity



Data Storage Capacity
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Some storage media can only store a very limited amount of data, whilst 

others can store vast amounts... 
Data storage capacity is 

measured in bytes (B).  

 

A thousand bytes is known 

as a kilobyte (kB) 

1,000B = 1kB 

 

A million bytes is known as a 

megabyte (MB) 

 

1,000,000B = 1MB 

 

A thousand million bytes is 

called a gigabyte (GB) 

 

1,000,000,000B = 1GB 

 

A million million bytes is 

called a terabyte (TB) 

 

1,000,000,000,000B = 1TB 

Even a very basic storage devices like a floppy disc can storage over a megabyte of data - that's over 1 million 

letters or numbers!  

 

And modern hard drives can store a terabyte of data or more - that's more words than you could type even if 

you started now, and typed until your old age! 

Next Up → Data Access Speeds



Data Access Speeds
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Some storage devices can access data very quickly, whilst others are 

extremely slow... 

* Note: Modern back-up tapes have very fast access speeds, but only 

to save/read data sequentially (they are serial access devices). Tapes

are very slow if you want to read files out of order, since the tape has 

to be rewound and fast-forwarded.  

Access speeds are measured in 

bytes per second (Bps). 

 

Slow devices have speeds 

measured in thousands of Bps 

(kBps).  

 

E.g. a floppy disc can save/read 

data at a speed of 60kBps 

 

Fast devices have speeds 

measured in millions of Bps 

(MBps).  

 

E.g. a hard-drive can save/read 

data at a speed of 300MBps (5000 

times quicker than the floppy!) 

Next Up → Magnetic Storage Devices / Media



Magnetic Storage Devices / Media

Why Magnetic?

Magnetic storage media and devices store data in the form of tiny 

magnetised dots. These dots are created, read and erased using 

magnetic fields created by very tiny electromagnets. 

 

In the case of magnetic tape the dots are arranged along the length of 

a long plastic strip which has been coated with a magnetisable layer 

(audio and video tapes use a similar technology). 

 

In the case of magnetic discs (e.g. floppy disc or hard-drive), the dots 

are arranged in circles on the surface of a plastic, metal or glass 

disc that has a magnetisable coating. 

Removeable Media Magnetic Discs

Floppy Disc

A removable, portable, cheap, low-capacity (1.44MB) storage 

medium. Floppy discs are random access devices used for transfer 

small amounts of data between computers, or to back-up small files, 

etc. Access times are slow. 

Almost every PC used to have a floppy disc drive. These are obsolete 

now, having been replaced by higher capacity techno logy such as CD-

ROMs, DVDs and USB memory sticks. 

Zip Disc

A removable and portable storage medium, similar in appearance to 

a floppy disk, but with a much higher capacity (100MB, 250MB or 

750MB).  

 

Zip discs are random access devices which were used for data back-

up or moving large files between computers. 

Another obsolete storage device, zip discs were a popular 

replacement for floppy discs for a few years, but they never caught on 

fully before being superseded by cheaper media like  CD-ROMs and 

CD-Rs 

Jaz Disc

A removable and portable storage medium based on hard-drive 

technology, with a large capacity (1GB or 2GB).  

 

Jaz discs are random access devices which were used for data back-

up or moving large files between computers. 

Discs were expensive to buy and not very reliable.  

 

Like the Zip disc, this system never really caught on and was 

superseded by far cheaper and more reliable and che aper technology. 



Hard Drives

Hard-drives have a very large storage capacity (up to 1TB). They 

can be used to store vast amounts of data. Hard-drives are random 

access devices and can be used to store all types of films, including 

huge files such as movies. Data access speeds are very fast. 

 

Data is stored inside a hard-drive on rotating metal or glass discs 

(called ‘platters’). 

Fixed Hard Drive

A hard-drive built into the case of a computer is known as ‘fixed’. 

Almost every computer has a fixed hard-drive.  

 

Fixed hard-drives act as the main backing storage device for almost

all computers since they provide almost instant access to files 

(random access and high access speeds). 

Portable Hard Drive

A portable hard-drive is one that is placed into a small case along with 

some electronics that allow the hard-drive to be accessed using a USB

or similar connection.  

 

Portable hard-drives allow very large amounts of data to be

transported from computer to computer. 

Many portable music players (such as the iPod class ic) contain tiny 

hard-drives. These miniature devices are just not much bigger than a 

stamp, but can still store over 100MB of data! 

Magnetic Tape

Magnetic tape is a large capacity, serial access medium. Because it 

is a serial access medium, accessing individual fil es on a tape is slow. 

 

Tapes are used where large amounts of data need to be stored, but 

where quick access to individual files is not required. A  typical use is 

for data back-up (lots of data, but rarely only accessed in an
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emergency) 

 

Tapes are also used and in some batch-processing applications (e.g. 

to hold the list of data that will be processed). 

Next Up → Optical Storage Devices / Media



Optical Storage Devices / Media

Why 'Optical'?

Optical storage devices save data as patterns of dots that can be read 

using light. A laser beam is the usual light source. 

 

The data on the storage medium is read by bouncing the laser beam 

off the surface of the medium. If the beam hits a dot it is reflected 

back differently to how it would be if there were no dot. This difference 

can be detected, so the data can be read. 

 

Dots can be created using the laser beam (for media  that is writable 

such as CD-Rs). The beam is used in a high-power mode to actually 

mark the surface of the medium, making a dot. This process is known 

as ‘burning’ data onto a disc. 

This is a magnified view of the dots 

on the surface of a CD.  

 

The different patterns of dots 

correspond to the data stored on 

the disc. 

Read-Only Optical Discs

Read-only optical discs have data written onto them  when they are 

manufactured. This data cannot be changed. 

CD-ROM

Compact Disc - Read-Only Memory (CD-ROM) discs can hold around

800MB of data. The data cannot be altered (non-volatile) , so cannot be 

accidently deleted. CD-ROMs are random-access devices. 

CD-ROMs are used to distribute all sorts 

of data: software (e.g. office applications 

or games), music, electronic books (e.g. 

an encyclopaedia with sound and video.) 

DVD-ROM

Digital Versatile Disc - Read-Only Memory (DVD-ROM)  discs can hold 

around 4.7GB of data (a dual-layer DVD can hold twice that). DVD-

ROMs are random-access devices. 

DVD-ROMs are used in the same way as 

CD-ROMs (see above) but, since they 

can hold more data, they are also used to 

store high-quality video. 

Recordable Optical Discs

Recordable optical discs can have data written onto them (‘burnt’) by 

a computer user using a special disc drive (a disc ‘burner’). 



 

igcseict.info © 2009 Steve Copley 

CD-R and DVD-R

CD-Recordable (CD-R) and DVD-recordable (DVD-R) dis cs can have 

data burnt onto them, but not erased. You can keep adding data 

until the disc is full, but you cannot remove any data or re-use a full 

disc. 

CD-RW and DVD-RW

CD-ReWritable (CD-RW) and DVD-ReWritable (DVD-RW) d iscs, 

unlike CD-Rs and DVD-Rs, can have data burnt onto them and also 

erased so that the discs can be re-used. 

When CD-Rs and DVD-Rs are 

burnt, the laser makes permanent 

marks on the silver-coloured metal 

layer. This is why these discs 

cannot be erased. 

 

When CD-RWs and DVD-RWs are 

burnt the laser makes marks on 

the metal layer, but in a way that 

can be undone. So these discs can 

be erased. 

Next Up → Solid-State Storage Devices



Solid-State Storage Devices

'Solid-State'?

The term ‘solid-state’ essentially means ‘no moving parts’ .  

 

Solid-state storage devices are based on electronic circuits with no 

moving parts (no reels of tape, no spinning discs, no laser beams, 

etc.) 

 

Solid-state storage devices store data using a special type of memory 

called flash memory... 

Flash Memory

Flash memory is a type of Electronically-Erasable Programmable Read

-Only Memory (EEPROM). Flash memory is non-volatile (like ROM) 

but the data stored in it can also be erased or changed (like RAM). 

 

Flash memory can be found in many data storage devices... 

You might wonder why, since flash 

memory is non-volatile, normal 

computers don’t use it instead of 

RAM. If they did we would have 

computers that you could turn off, 

turn back on again and no data 

would be lost – it would be great! 

 

The reason is speed – saving data 

to flash memory is very slow 

compared to saving it to RAM. If a 

computer were to use flash 

memory as a replacement for RAM 

it would run very slowly. 

 

However some portable computers 

are starting to use flash memory 

(in the form of solid-state ‘discs’ 

as a replacement for hard-drives. 

No moving parts mean less to go 

wrong and longer battery life. 

USB Memory Sticks

Memory sticks (or ‘thumb-drives’) have made many other forms of

portable storage almost obsolete (why burn a CD or DVD when you 

can more easily copy your files onto a memory stick?).  

 

Memory sticks are non-volatile, random-access storage devices. 

 

Each of these small devices has some flash memory connected to a 

USB interface. Plug it into your computer and it appears as a drive. 

You can then add files, erase files, etc. You can use it to move any 

type of file between computers. 

 

Flash memory used to be very expensive, but in recent years it has 

become much cheaper and you can now buy a 16GB memory stick for 

just a few dollars. 

Memory Cards

Many of our digital devices (cameras, mobile phones, MP3 players, 

etc.) require compact, non-volatile data storage. Flash memory cards 

provide this and come in a variety of shapes and sizes. 

 

One of the most common formats used by digital cameras is the SD 

Card. The cards store the digital images taken by the camera. 

Mobile phones contain a Subscriber Identity 

Module (SIM) card that contains the phone’s 

number, the phonebook numbers, text 

messages, etc.  

 

Many phones also have extra memory cards 

to store music, video, photos, etc. (e.g Tiny 

Micro-SD cards). 
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Smart Cards

Many credit cards (e.g. ‘chip-and-pin’ cards), door entry cards, 

satellite TV cards, etc. have replaced the very limited storage of the 

magnetic strip (the dark strip on the back of older cards) with flash 

memory. This is more reliable and has a much larger storage 

capacity.  

 

Cards with flash memory are called smart cards. 

Next Up → Backing Up Data



Backing Up Data

 

What is a Backup?

A backup simply means making one or more copies of your data. 

 

For example, if you have a folder of photos stored on the hard-drive of 

your laptop, you might back them up by copying them to a CD-R. 

Note: If you move the photos from 

the hard-drive to a CD-R, you do 

not have a back-up – you still only 

have one copy of the photos, but 

now they are on a CD instead of 

the hard-drive.  

 

You only have a backup if you 

have a second copy of your data. 

Why Backup Your Data?

If you delete a file by accident, your computer breaks, your laptop is 

stolen, or your business burns to the ground, having a backup copy

means that you have not lost your precious data. You can recover your 

lost files and continue working. 

Most businesses use computers to store very important data

(customer records, financial information, designs for products, etc.) If 

this data is lost, the business could possibly have to close. Backing-up 

business data is essential. 

How Are Backups Created?

Personal backups of the data on your hard-drive can be made by' 

Burning files to a CD-R•

Copying files to an external hard-drive•

Copying the files to another computer on a network •

Businesses backup essential data by' 

Making copies of data very regularly•

Using large-capacity media such as magnetic tape•

Keeping old copies of backups, just in case•

Automating the system so that nobody forgets to do it!•

Keeping backup media off-site (in case of fire or theft)•

Next Up → 4. Computer Networks
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4. Computer Networks
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The syllabus says that you should be able to:

describe a modem and its purpose;a.

state the difference between analogue data and 

digital data;

b.

explain the need for conversion between analogue 

and digital data;

c.

identify the advantages and disadvantages of using 

common network environments such as the Internet;

d.

describe what is meant by the terms user id and 

password, stating their purpose and use;

e.

identify a variety of methods of communication 

such as: 

f.

fax,◦

e-mail,◦

bulletin boards,◦

tele/video conferencing; ◦

define the terms: g.

Local Area Network (LAN)◦

Wireless Local Area Network (WLAN)◦

Wide Area Network (WAN)◦

describe the difference between LANs and WANs, 

identifying their main characteristics;

h.

identify the different network topologies (including 

star, ring, bus and hybrid);

i.

describe the characteristics and purpose of common 

network environments, such as intranets and the 

Internet;

j.

describe common network devices (including hubs, 

routers, bridges, switches and proxy servers);

k.

discuss the problems of confidentiality and security 

of data, including problems surrounding common 

network environments;

l.

identify the need for encryption, authentication 

techniques, including the use of user identificatio n and 

passwords, when using common network 

environments such as the Internet.

m.

Notes covering this section:

What is a Network?•

Why Use Networks?•

Why Not Use Networks?•

Computers in a Network•

Types of Network•

LAN Topologies•

Networking Hardware•

The Internet•

Intranets•

Network & Data Security•

Methods of Communication•



What is a Network?
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A network is two or more computers, or other electronic devices, 

connected together so that they can exchange data.  

 

For example a network allows computers to share files, users to 

message each other, a whole room of computers to share a single 

printer, etc. 

 

Network connections between computers are typically  created using 

cables (wires). However, connections can be created using  radio 

signals (wireless / wi-fi), telephone lines (and modems) or even, for 

very long distances, via satellite links. 

A computer that is not connected 

to a network is known as a 

standalone computer. 

Next Up → Why Use Networks?



Why Use Networks?
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Using a computer connected to a network allows us to� 

Easily share files and data•

Share resources such as printers and Internet connections•

Communicate with other network users (e-mail, instant 

messaging, video-conferencing, etc.)

•

Store data centrally (using a file server) for ease of access and 

back-up

•

Keep all of our settings centrally so we can use any 

workstation 

•

In particular, if we use a computer connected to The Internet, we 

can� 

Make use of on-line services such as shopping (e-commerce) 

or banking

•

Get access to a huge range of information for research•

Access different forms of entertainment (games, video, etc.)•

Join on-line communities (e.g. MySpace, Facebook, etc.)•

Next Up → Why Not Use Networks?
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Using a computer connected to a network means that� 

The computer is vulnerable to hackers•

If the network breaks, many tasks become very difficult•

Your computer can more easily be attacked by a virus •

In particular, if we use a computer connected to The Internet� 

We have to be careful about revealing personal information•

We have to be careful to avoid suspect websites that might 

contain malware

•

We have to be aware that information found on The Internet is 

not always accurate or reliable

•

Next Up → Computers in a Network
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Computers connected together to create a network fall into two 

categories: servers and clients (workstations). 

Clients

Client computers, or workstations, are the normal computers that 

people sit at to get their work done. 

When you use your Web browser, 

you are in fact using a Web client. 

When you type in the URL of a web 

page, you are actually providing the 

address of a Web server. 

 

e.g. www.bbc.co.uk is the address 

of the BBC’s web server. 

 

Your Web browser/client asks this 

server for the web page you want, 

and the server ‘serves’ the page 

back to the browser/client for you to 

see. 

Servers

Servers are special, powerful computers that provide ‘services’ to the 

client computers on the network. 

 

These services might include: 

Providing a central, common file storage area•

Sharing hardware such as printers•

Controlling who can or can’t have access the network•

Sharing Internet connections•

Servers are built to be very reliable. This means that they are much 

more expensive that normal computers. 

 

In a small network one server might provide all of these services. In a 

larger network there might be many servers sharing the work. 

Next Up → Types of Network



Types of Network

Local Area Network (LAN)

A Local Area Network is a network confined to 

one building or site.  

Often a LAN is a private network belonging to 

an organisation or business.  

 

Because LANs are geographically small, they 

usually use cables or low-power radio 

(wireless) for the connections. 

Wireless Local Area Network (WLAN)

A wireless LAN (WLAN) is a LAN that uses 

radio signals (WiFi) to connect computers 

instead of cables. 

 

At the centre of the WLAN is a wireless switch 

or router - a small box with one or two 

antennas sticking out the back - used for 

sending and receiving data to the computers. 

(Most laptops have a wireless antenna built into 

the case.) 

 

It is much more convenient to use wireless 

connections instead of running long wires all 

over a building. 

However, WLANs are more difficult to make secure since other 

people can also try to connect to the wireless network. So, it is very 

important to have a good, hard-to-guess password for the WLAN 

connections. 

Typically, the range of a wireless 

connection is about 50m, but it 

depends how many walls, etc. are 

in the way. 

Wide Area Network (WAN)

A Wide Area Network is a network that extends over a large area.  

 

A WAN is often created by joining several LANs together, such as 

when a business that has offices in different countries links the office 

LANs together.  

 

Because WANs are often geographically spread over large areas and 

links between computers are over long distances, they often use 

quite exotic connections technologies: optical fibre (glass) cables,

satellite radio links, microwave radio links, etc. 

The Internet is an example of a 

global WAN .In fact it is the world’s 

largest WAN. 

 

Computers on the International 

Space Station are linked to the 

Internet, so the you could say the 

the Internet is now the first off-

planet WAN! 



 

igcseict.info © 2009 Steve Copley 

Next Up → LAN Topologies



LAN Topologies

The word topology means ‘arrangement’, so when we talk about the 

topology of a network, we mean how the different parts are arranged 

and connected together. 

 

There are three common network topologies... 

Bus Network

In this type of network, a long, central cable, the ‘bus’ is used to 

connect all of the computers together. Each computer has a short 

cable linking it to the ‘bus’. 

A bus network� 

Is cheap to install (just one long cable)•

Can be quite slow since all computers 

share the same cable when 

communicating

•

Will stop working if there is a break in the 

central bus cable.

•

Ring Network

In this type of network each computer is connected to a loop of 

cable, the ‘ring’. (If you took a bus network and connected the 

ends of the bus cable together, you would have a ring network.) 

A ring network�  

Can cope with a break in the ring cable since all 

computers are still joined together (it is now a bus network)

•

Star Network

In this type of network every computer is connected to a central 

device. The device passes messages between computers. 

 

At the centre of a star network you might use a hub (cheap, but 

slower) or a switch (more expensive, but faster). 

 

A star network�  

Is quite expensive to install (you have to buy lots of 

cable and the central device)

•

Is very fast since each computer has its own cable which 

it doesn’t need to share

•

Can cope with a broken cable (only one computer will be 

affected)

•

Will stop working if the central device breaks•

Is the most common network topology•

Hybrid Network

A hybrid network is simply one that combines two or more of 

the above basic topologies. 

 

E.g. A network that has several star networks linked together 

is a hybrid network 
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Networking Hardware

Hub

A hub is a device that connects a number of computers together to 

make a LAN.  

 

The typical use of a hub is at the centre of a star network (or as part 

of a hybrid network) - the hub has cables plugged into it from each 

computer. 

A hub is a ‘dumb’ device: if it receives a message, it sends it to every 

computer on the network. This means that hub-based networks are 

not very secure - everyone can listen in to communications. 

Hubs are pretty much obsolete 

now, having been superseded by 

cheap switches. 

Switch

A switch, like a hub, is a device that connects a number of computers 

together to make a LAN.  

 

The typical use of a switch is at the centre of a star network (or as 

part of a hybrid network) - the switch has cables plugged into it from 

each computer. 

 

A switch is a more ‘intelligent’ device than a hub: if it receives a 

message, it checks who it is addressed to, and only sends it to that 

specific computer. Because of this, networks that use switches are 

more secure than those that use hubs, but also a little more 

expensive. 

Router

A router is a network device that connects together two or more 

networks. 

 

A common use of a router is to join a home or business network 

(LAN) to the Internet (WAN).  

 

The router will typically have the Internet cable plugged into it, as well 

as a cable, or cables to computers on the LAN. 

Routers are the devices that join 

together the various different 

networks that together make up the 

Internet.  

 

These routers are much more 

complex than the one you might 

have in your home 



Alternatively, the LAN connection might be wireless (WiFi), making the 

device a wireless router. 

Proxy Server

A proxy server is a computer setup to 

share a resource, usually an 

Internet connection. 

 

Other computers can request a web 

page via the proxy server. The proxy 

server will then get the page using its 

Internet connection, and pass it back 

to the computer who asked for it. 

 

Proxy servers are often used instead 

of router since additional software

can be easily installed on the

computer such as anti-virus, web 

filtering etc. 

Bridge

A bridge is a network device that links together two different 

networks. 

 

Whereas a router can link many different networks together, a bridge 

typically just joins two. 

Firewall

A firewall is a device, or a piece of software that is placed between 

your computer and the rest of the network (where the hackers are!)  

 

If you wish to protect your whole LAN from hackers out on the

Internet, you would place a firewall between the LAN and the 

Internet connection. 

A firewall blocks unauthorised connections being made to your 

computer or LAN. Normal data is allowed through the firewall (e.g. e-

mails or web pages) but all other data is blocked. 
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In addition to physical devices, 

firewalls can also be software.  

 

In fact most computer operating 

systems have a software firewall 

built in (e.g. Windows, Linux and 

Mac OS) 

Modem

Before the days of broadband Internet connections, most computers 

connected to the Internet via telephone lines (dial-up connections).  

 

The problem with using telephone lines is that they are designed to 

carry voices, which are analogue  signals. They are not designed for 

digital data. 

The solution was to use a special device to join the digital computer to 

the analogue telephone line. This device is known a s a modem. 

 

A modem contains a DAC and an ADC . 

 

The DAC in the modem is required so that the digital computer can 

send data down the analogue telephone line (it converts digital data 

into noises which is exactly what the telephone line is designe d to 

carry.) 

 

The ADC in the modem is required so that the analogue signa ls 

(noises) that arrive via the telephone line can be converted back into 

digital data. 

The reason telephone lines were 

used is that almost every building in 

the world is already joined to every 

other via the telephone system.  

 

Using the telephone system for 

connecting computers meant that 

people didn’t have to install new 

wires to their houses and offices 

just for computer use. 

 

In the last few years however, this 

is exactly what people have done. 

Special cables have been installed 

just for Internet access. 

 

These special cables are designed 

to carry digital data, so no modem 

is required. 

The word modem is an 

abbreviation of MOdulator 

DEModulator. 

 

A modulator acts as a DAC, and a 

demodulator acts as an ADC. 

So, simply put, a modem is required because computers are digital

devices and the telephone system is analogue. The modem 

converts from digital to analogue and from analogue to digi tal. 

If you have ever used a dial-up 

connection, you have probably 

heard the noises sent by the 

modem down the telephone line.  

 

They sound like a horrible 

screeching beeping sound. 

Next Up → The Internet
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The Internet is a world-wide network that has grown and evolved 

from an experimental network (ARPANet) created by the US military 

back in the 1960s. Over the years, as more and more computers and 

networks have connected to this network, it has grown into the 

Internet that we know today. 

The Internet connects millions of people, and thousands of 

businesses, governments, schools, universities and other 

organisations. 

What Can We Use the Internet For?

The Internet provides the network connections that links computers 

together. There are many ways that we can use these connections: 

View web pages on the WWW (World-Wide Web)•

Sending and receiving e-mail messages•

Sharing files•

Communicating using voice (VOIP) and video (video-

conferencing)

•

Playing multi-player games•

Listening to streamed music or watching streamed video•

The small, hand-drawn map above 

show the plan for the first 

connections between four 

computers on the ARPANet. It was 

drawn by one of the engineers who 

created the network back in 1969. 

 

From these tiny beginnings, the 

Internet has grown to a size that 

would be hard to believe forty years 

ago. 

 

Statistics published at the start of 

2008 show that 1.3 billion people 

now have access to the Internet 

(20% of world population). 

Next Up → Intranets
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An intranet is the name given to a private network that provides 

similar services to The Internet: e-mail, messaging, web pages, etc.  

 

However, these services are only for the users of the intranet – 

they are private, not public (unlike Internet services which are 

generally public). 

 

Businesses and other organisations often have intranets for use by 

their employees.  

 

Typical uses of an intranet would be:  

Viewing internal web pages (e.g. company calendars, etc.)•

Internal e-mail and instant-messaging between workers•

Sharing of internal documents •

Next Up → Network & Data Security



Network & Data Security

As soon as your computer is connected to a network, you have to 

start thinking about security – security of your files, information, etc.  

 

A network allows a person who does to have physical  access to your 

computer (they are not sitting in front of it) to gain access all the 

same. If your computer is connected to a network, other people can 

connect to your computer.  

 

A person who gains unauthorised access to a computer system is 

often called a hacker. 

Preventing Unauthorised Access

There are a number of security measures that you can take to prevent 

hackers accessing your computer and all of the data stored on it: 

Physical Security

The first thing to make sure of is that no unauthorised people can 

physically access (sit down in front of) any of the computers on your 

network.  

 

For example, by keeping office doors locked. 

Use a Username and Have a Good Password

The most common way to protect your computer’s data is to setup 

user accounts with usernames and passwords. Anyone not having 

a username, or not knowing the correct password wil l be denied 

access. 

 

For this to be effective passwords must be chosen that are not easy 

to guess. Passwords should be a random combination of lowercase 

letters, uppercase letters and numbers (and symbols if this is 

allowed): 

‘Weak’ passwords: password, 123456, david, 27dec1992•

‘Strong’ passwords: s63gRdd1, G66ew$dQ, gdr298783X  •

Some computer systems replace the typing of usernames and 

passwords with other forms of user identification such as ID cards, 

fingerprint readers, voice-print recognition, etc. 

Strong passwords are often hard to 
remember. Here is a good method 
for creating a password that is very 
strong, but also easy to remember: 
 
Think of a phrase that you will 
never forget, 

“My favourite food is chocolate ice 
cream” 

Take the first letter of each word, 

mfficic 

Change some letters to similar 
numbers: I to 1, o to 0, s to 5, etc. 
and make some letters (e.g. the 
first and last) uppercase, 

Mff1c1C 

A random-looking mixture of letters 
and numbers. As long as you like 
chocolate ice cream you will never 
forget your password!

Always Install and Use a Firewall

A firewall is a device, or a piece of software that is placed between

your computer / LAN and the rest of the network / WAN (where the 

hackers are!) 

 

You can read about firewalls in the Networking Hardware  section. 

 

Securing Your Data

Often we have data that is private or confidential. This data needs to 

be protected from being viewed by unauthorised people. This is 

especially true if the data is to be sent via a public network such as 

The Internet. 

Encryption has been used for 
centuries to protect secrets.  
 
Military leaders as far back as 
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The best way to protect data is to encrypt it... 

Data Encryption

Encryption is the process of converting information into a form 

that is meaningless to anyone except holders of a ‘key’.  

 

For example, if Alice wants to send important, personal messages to 

Bob, she must go through the following steps... 

roman times have used encryption 
to protect important messages sent 
to their armies, messages that must 
be kept secret from the enemy. 
 
If the messenger was caught by the 
enemy, the message, being 
encrypted, remained secret 
because they didn’t know the code 
to decrypt it. 

 

First Alice needs to generate a 

secret ‘key’. 

 

The key is usually a very long, 

random number. 

The encryption scheme shown 
here is called Symmetric Key, or 
Single Key encryption.  
 
There are many better schemes, 
such as Public Key Encryption, but 
the one shown here is the easiest 
to understand! 

Alice must then give a copy of this 

key to Bob. She must make sure 

that nobody else can get to the key  

 

(So maybe Alice will visit Bob and 

give him a copy of the key on a 

memory stick or floppy disc). 

Now that Bob has a copy of the key, 

each time Alice needs to send him a 

message she starts by encrypting it 

using special encryption software

and the secret key.  

 

The encrypted message now looks 

like a jumble of random letters and 

numbers. 

Alice then sends the encrypted

message to Bob.  

 

She can use a public network like 

the Internet, since, even if it gets 

stolen, the encrypted message

cannot be read or understood 

without the key. 

When Bob receives the message, he 

uses special decryption software

and his copy of the secret key to 

decrypt the message.  

 

Bob can now read the original 

message from Alice. 

Next Up → Methods of Communication



Methods of Communication

Fax

Fax is short for ‘facsimile’ which means ‘copy’. 

 

A fax machine is a device that can send a copy of a paper 

document over the telephone network. 

The sending fax converts the light/dark areas of the printed 

document into noises.

•

These noises travel through the phone system and are 

received by another fax machine.

•

The receiving fax machine converts the noises into printed 

marks on a piece of paper - making a copy of the original 

document.

•

E-Mail

E-mail is a system that allows messages to be sent and received by 

computers. E-mail is the most common form of electronic 

communication. 

 

E-mail messages are text-based, but other types of file can also be 

sent as ‘attachments’. 

 

An e-mail message usually has the following parts: 

To send and receive e-mail, you 

need to have an e-mail address.  

 

An address is made up of two 

parts: a username and an e-mail 

provider, with an '@' symbol in the 

middle: 

 

username@provider

To
The address(es) of the person who 

the message is for

Subject
A short sentance describing what the 

message is about

Message
The text of the message. This can be 

as long as you like

An e-mail may also include the following parts: 

CC
The address(es) of people to copy 

the e-mail to (Carbon Copy)

BCC

The address(es) of people to copy 

the e-mail to without anyone else 

knowing (Blind Carbon Copy)

Attachments
Files linked to the message (images, 

documents, etc.)

Video Conferencing
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Video-conferencing is a system that allows people to 

have conversations and meetings with other people

in different locations, but without leaving their

office. 

 

A video-conference involves people sitting in front of 

a camera and a microphone, whilst watching other

people of a screen and listening to them through

loudspeakers. 

 

Note: The camera is usually TV quality - must better 

than a standard webcam. 

The system uses the following hardware: 

Video camera•

Monitor•

Microphone•

Loudspeakers•

High-speed network / Internet connection •

Video conferencing is very popular with businesses as it means: 

No travel costs•

No time wasted travelling to other cities / countries•

Can organise meetings at short notice•

Next Up → 5. Data Types


